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Attack-resilient Distributed Control for Islanded
Single-/three-phase Microgrids Based on
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Abstract—This paper investigates the power sharing and volt-
age regulation issues of islanded single-/three-phase microgrids
(S/T-MGs) where both sources and loads are unbalanced and
the presence of adversarial cyber-attacks against sensors of dis-
tributed generator (DG) units is considered. Firstly, each DG
unit is modeled as a heterogeneous linear dynamic agent with
disturbances caused by sources and loads, then the problem is
formulated as a distributed containment control problem. After
that, to guarantee satisfactory power sharing and voltage con-
trol performance asymptotically achieved for the S/T-MGs, an
attack-resilient distributed secondary control approach is devel-
oped by designing a distributed adaptive observer. With this ap-
proach, the effect of the cyber-attacks can be neutralized to en-
sure system stability and preserve bounded voltage synchroniza-
tion. Simulation results are presented to demonstrate the effec-
tiveness of the proposed control approach.

Index Terms—Single-/three-phase microgrid, cyber-attack, re-
silient distributed control, distributed observer, power sharing.

[. INTRODUCTION

OAD power sharing, voltage and frequency regulation
are the most important issues in microgrids (MGs),
which have been widely studied [1], [2]. However, the MG
is usually characterized by unbalance [3]-[6] due to the inte-
gration of single-phase distributed generators (SDGs)/loads
and the occurrence of asymmetrical faults, challenging the
secure and reliable operation of the unbalanced single-/three-
phase MGs (S/T-MGs).
For the topic of power sharing in unbalanced MGs, vari-
ous research works have been reported [3], [5]-[9] and there-
in. Unlike the conventional centralized [9] and decentralized
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[5]-[7] control methods, distributed control is a popular con-
trol fashion now. For example, in the area of integrated ener-
gy systems (IESs), distributed approaches have been ex-
plored [10]-[12]. In 2019, Li et al. [10] first proposed an
event-triggered based distributed gradient algorithm to solve
the multi-timescale energy management problem for multi-
energy system, which makes outstanding contributions to
achieving the paradigm shift of energy management from
single-timescale to multi-timescale with fully distributed im-
plantation. In the context of MGs, in our previous work [3],
a distributed method was proposed to realize proportional
harmonic and imbalance power sharing among DGs. Howev-
er, only unbalanced loads connected to the common bus are
considered, and unbalanced sources such as hybrid SDGs
and three-phase DGs (TDGs) are not included. Regarding
this scenario, an event-based distributed approach was pro-
posed in [13] to balance the output power of TDGs. Howev-
er, similar to [6], [7], extra equipments are required. Voltage
control along with power quality improvement is another
equally important problem in unbalanced MGs. Besides cen-
tralized approaches [14], [15], distributed approaches have al-
so been proposed. For example, Meng et al. [16] proposed a
distributed method used for voltage unbalance compensation,
where, however, only unbalanced loads are considered.
Therefore, centralized [17], [18] and master-slave approach-
es [19] were, respectively, developed to improve the voltage
quality only using SDGs without coordination with TDGs.
Burgos-Mellado et al. [20] proposed a distributed coopera-
tive control scheme based on the conservative power theory
to share the unbalanced and distorted components of the cur-
rents and powers and to regulate the maximum voltage im-
balance/distortion at the point of common coupling (PCC).
Nevertheless, these research works still only discuss the sce-
nario of unbalanced loads. To the best of the authors’ knowl-
edge, only [21] considers the cooperation of SDGs and
TDGs for unbalance compensation and balance operation of
TDGs. Moreover, when considering unbalanced sources, the
conventional droop control [1], VSG control [22], and sec-
ondary control [3], [16] are not conductive to the flexible
regulation of power and voltage of each phase, which could
lead the TDG’s phase with heavy load to be overloaded
more easily, and cannot guarantee the voltage quality at all
nodes to fulfill the requirements.
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Obviously, MGs and IES are evolving into cyber-physical
systems (CPSs) with the complex interaction with sophisti-
cated software-based control and communication and physi-
cal networks, and with the development of energy internet
[23]. Despite the advances of distributed approaches, their
distributed nature could potentially make MGs vulnerable to
malicious cyber-attacks and infiltration. The local measure-
ments of sensors of DGs and the transmitted information be-
tween DG agents are likely to be attacked. These corrupted
information could deteriorate the system performance and
even cause instability via secondary controllers [24]. Current-
ly, the bulk of existing research has been focused on attack
detection in power systems [25]-[29]. For example, O. A.
Beg et al. [25], [26] utilized a signal temporal logic method
for attack detection in a DC MG. Sahoo et al. [27], [28] pro-
posed a cooperative vulnerability factor based approach and
a discordant element approach to detect the stealth attack in
DC MGs. In order to address the influence of cyber-attacks,
various works have been reported, which can be generally di-
vided into two categories: (1) detect/identify then correct/iso-
late; (2 design resilient protocols directly. Regarding the
first group of techniques, in [30], a Kullback-Liebler (KL)
divergence-based mechanism was firstly developed to detect
the attacks, and then a mitigation technique was proposed by
utilizing the KL divergence factors to determine trust values
that indicate the trustworthiness of the received neighboring
information. In [31], an aperiodically intermittent strategy
based on a random switching frequency was developed to re-
alize the detection and isolation of corrupted communication
links and controllers. However, this type of method usually
has strict restrictions on the number of corrupted agents. If
the number of the corrupted sensors exceeds the limits, it is
impractical to securely detect and estimate the system states
[32]. Moreover, some kinds of malicious attacks could by-
pass the existing detection methods to compromise the sys-
tem performance [33]. Therefore, more research works focus
on the second group of techniques. For example, Abhinav et
al. [34], [35] proposed a confidence/trust-based control proto-
col for frequency and voltage control in networked AC
MGs. More recently, distributed resilient control approaches
have also been developed for energy storage system control
[36] and thermostatically controlled load control [37]. Un-
like most of the above research works, Zuo et al. [38] pro-
posed a distributed resilient control approach where unbound-
ed cyber-attacks were considered in MGs. In [39], a novel
two-stage distributionally robust optimization was proposed
to mitigate the risk of cyber-attacks in integration of electric-
ity and gas systems. However, to the best of the authors’
knowledge, cyber-attacks on the S/T-MGs have been neither
systematically investigated nor addressed in a resilient dis-
tributed fashion.

With these motivations mentioned above, we focus on the
S/T-MGs, where TDGs, SDGs and unbalanced loads are con-
sidered, as well as the adversarial cyber-attackers. An observ-
er-based resilient distributed containment control approach
will be developed for the coordination between SDGs and
TDGs to achieve proper power sharing and voltage regula-
tion. The concept of containment control has been discussed
in [40]-[42]. The main contributions of this paper can be
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summarized as follows.

1) Load sharing and voltage regulation are investigated in
islanded S/T-MGs, where TDGS, SDGs, and unbalanced
loads are considered, as well as energy storage systems (ES-
Ss). This is in contrast to many existing works which mainly
focus on unbalanced loads and ideal direct current (DC)
sources. The coordination between SDGs and TDGs is not
adequately explored.

2) A resilient distributed containment control approach
based on the idea of adaptive compensation is proposed for
the S/T-MGs in the presence of different types of attacks on
the communication links among DGs and/or leaders, on the
relative information exchanged among DGs, and on the local
measurements of DGs. Unlike some existing research works
[3], [16], [22], the proposed approach along with the phase-
independent virtual synchronous generator (P-VSG) ap-
proach allows for containment synchronization of power
sharing and voltage regulation, and independent and flexible
control of each phase of DGs, resulting in more reliable op-
eration.

The remainder of this paper is structured as follows. The no-
tations, preliminaries, modeling of the S/T-MGs and cyber-at-
tacks, and problem formulation are presented in Section II.
Section III discusses the proposed resilient distributed control
strategy. Simulation results are provided to validate the pro-
posed approach in Section I'V. Conclusions are finally drawn
in Section V.

II. PRELIMINARIES, MODELING OF S/T-MGS AND ATTACKS,
AND PROBLEM FORMULATION

A. Preliminaries

Notations: P,(x) represents a projection of a vector x onto
a closed convex set VY, i.e., P,(x)= argmin”x—y”. I is the
yevy

identity matrix, and O is the zero matrix. The sets of the
leaders and the followers are denoted by £ and F, respectively.

Graph theory: many literatures have provided this knowl-
edge. Please refer to [3], [42] due to page limits.

B. Modeling of S/T-MGs

Figure 1 depicts a possible S/T-MG consisting of SDGs,
TDGs, and single-phase and three-phase loads. The source
of DGs can be photovoltaic (PV), wind, hybrid PV/battery,
or hybrid wind/battery. The SDGs are connected to the PCC
through single-phase full-bridge inverters with LC filters,
while three-phase four-wire inverters are adopted for TDGs.
This type of MGs is typically unbalanced, which means that
not only the load but also the DGs are unbalanced. In this
scenario, the output power of each phase of TDGs can be
different from each other, which, in turn, affects the MG
loadability and reliability. All the DGs should cooperate with
each other to provide reliable power supply and guarantee
proper load sharing, admissible voltages, and ESS con-
straints.

To achieve flexible power sharing and voltage control and
reliable operation for the S/T-MG, a P-VSG control ap-
proach proposed in [43] is adopted for the primary control
in this paper, which is given by:
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Fig. 1. A possible layout of an S/T-MG considered in this paper.
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where 67, ?, and E! are the output power angle, angular

frequency, and phase voltage magnitude of the DGs, respec-
tively; " and E” are the desired angular frequency and volt-
age magnitude of the DGs, respectively; P} and O are the
output active and reactive power of each phase, respectively;
P}, . and P} . are the output power of RES and ESS used
for phase }, respectively; O, .. is the reactive power set point
of phase ,; AQ} and AE] are the regulation terms of the reac-
tive power and voltage magnitude of phase |, respectively,
which will be determined by the secondary controllers; M,
and D, are the virtual inertia and damping constants, respec-
tively; K, and D, are the integrator gain to regulate the field
excitation and the voltage droop coefficient, respectively; the
superscript #=3ph or 1ph represents TDGs or SDGs, respec-
tively; the subscript i represents the i" DG; and ,=a, b, c rep-
resents phase a, phase b, and phase c, respectively.
Note that for SDG units, there is no sum of frequency de-
viations, and (1) can be rewritten as:
éfDG

ess, i,

:C()SDG =w +AC()SDG

b=a,b,c “)
where the superscript SDG represents the SDG units.

Then, from (1)-(3), the reference voltage of TDG units,
€0 = oG o™ can be generated by:

i iLa b ic

E,;TfG sin |:(a) + ZAwTDG) :|
e = E[S sin |:(a) + EACOTDG) 2375}
Ei,T(PG sin |:(a) + zAwTDG) :|

®)

where E/”° (,=a,b,c) is the voltage amplitude of SDG units
connected to phase . The voltage €;”° is given by:

e’ =E>° sm[(w +Aa)SDG)t+(pL] (6)
. 2n 2n .
where ¢, is set to be 0, R and EY for SDGs in phase a,

phase b, and phase c, respectively.

Considering the faster dynamics of the LC filter, RL out-
put connector, and voltage and current control loops of the
DG units, and with the help of virtual impedance implement-
ed in inner controllers, the dynamics from the reference volt-
age (5) to the active and reactive power delivered by the DG
unit can be simply approximated as a first-order lag, i.e.,

Pl =—t"P!+7"'P} . (0,-0,) (7)

(®)
where 7 is the equivalent time constant; P; .. and O} ... ar
the maximum active and reactive power of each phase that
can be delivered by the DG unit, respectively; 6, is the out-
put voltage phase angle; 6, is the voltage phase angle at
PCC; and V, is the voltage at PCC.

Define the following variables:

#——r’]Q +7! ,maX(E# V)

I, max

P# # P
AQ,-,L = )
AE] =ui”

where u}”, u[;°, and u]" are the control inputs of active pow-

er, reactive power, and voltage, respectively.
. T
Define the state variable x, ()= (x].(¢),v] () ,

(k# P# 9 Aa)”,k,#w i,E#) Vi(t)=< ess,i,,? th’

[N A A R

xli(t):
}i)T, con-

T
trol input u,(¢)= ( Proul® u,.f), and disturbance d,(¢)=

A
T

, T#, and k/

i», 1s the co-

#
g’ Qset,i,y,’E

efficient of active power sharing.
Then, by combining (1)-(3) and (7)-(9), we obtain:
x,(1)=A,x,(t)+Bu,(t)+Dd (1) (10)
yi(t)zcixi(t) (11)
where y,(¢) is the output variable; 4,, B, C, and D, are de-

0, Z‘Aa}T +w, P!

res, i,

fined in Appendix A.

It should be pointed out that in the real applications, by
keeping accurate power sharing among DGs in the S/T-MGs,
it is likely to result in deteriorated operation reliability, secu-
rity and power quality since the three-phase output power
and voltage can be seriously unbalanced, and some phases
of the TDGs could be overloaded. Therefore, the reliability
and security of the system can be improved by comprising
the power sharing performance. And the output phase power
of each TDG unit, voltages, and charging and discharging
power should be controlled and kept within the permitted
ranges, i.c.,

0<k,#pLP1#b _k# P# max

O<k# Q# < kx#q },Q?,max

Lq:h

(12)
(13)
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E<E[()<E}, (14)
—PLmM <Pl S PLI (15)

where P/™ and Q]™ are the maximum output active and
reactive power of phase , of DG i, respectively; E
are the maximum and minimum permitted voltage regulation
requirements, respectively [44]; and P, PL%™, and
Prérm gre the power and the permitted maximum charging
and discharging values of ESSs, respectively.

Remark 1: the P-VSG control allows for independent and
flexible power and voltage control for each phase of DGs,
which is in contrast to conventional VSG [22]. Therefore, be-
sides power sharing control, the voltage magnitude of each
phase can also be independently controlled by regulating
E}", thereby flexibly controlling the output voltage wave-
form if necessary for power quality improvement. Additional-
ly, uncertain disturbances from renewable energy sources
and constraints of ESSs are included in the established het-
erogeneous dynamics, which is different from many existing
literatures where the disturbance and constraints are not con-
sidered. For TDGs, the sum of the frequency deviations
among phases can accurately guarantee balanced phase shifts
of 27/3, and therefore, the phase shift balancing strategy can
be avoided.

Assumption I: in the constraints for ESSs, only the charg-
ing/discharging power is considered. We assume that the ca-
pacity of ESSs is sufficient in S/T-MGs system. Therefore,
the constraint of state (SoC) of charge of ESSs is not includ-
ed.

C. Modeling of Cyber-attacks

In this paper, cyber-attacks on local measurements of DG
units, leaders and transmitted information between neighbor-
ing DG units are considered. With these attacks, the corrupt-
ed local measurements can be described as:

(5, P10, O (0. EL(). PL ()] =

¥ 0

[k, PL(0).KL,0;

ipbt i

C(0.EL (0. P (0] +

M

[42.(0. 65,062,062, (0]

[s200]"

(16)

where y (7) is the corrupted output vector of the local mea-

surements; and ¢“(z) is the attack vector injected into the
measurements by attackers. Similarly, the corrupted transmit-
ted and leader information can be respectively described as:

Vi, (O)=y,()+ ¢, (1) 17
E, () =EL(0)+4%,(1) (18)
E. () =E2(1)+¢2,(1) (19)
P (=P (0)+ gL (1) (20)
0™ (0= 05m (1) + 942, (1) @1)

where ¢¢(¢) is the attack vector injected to the communica-

ref and Eref

tion links between agent i and j by the attackers; ¢;¢, (1),

s (1), 8,5, (1), and
tacks injected to the communication links from leaders to
the follower DGs; the subscript ref denotes reference; the su-
perscripts U and D denote the upper bound and down
bound, respectively; and the superscript a denotes the attacks.

Assumption 2: considering the practical physical limita-
tion, we assume that the attack signal is sparse and an attack-
er cannot inject large attack signals arbitrarily.

e (1) are the information of at-

D. Problem Formulation

Let P, Q,, E,, and P, , denote the bounds of phase ac-
tive and reactive power, voltage, charging/discharding power
and (SoC), respectively. Then, € is defined as the convex
hull spanned by these leaders (bounds). With the developed
models of the S/T-MGs and cyber-attacks as well as the con-
trol objective and definition of £ discussed above, we give
the definition of the problem as follows.

Definition I: Consider the dynamics of the S/T-MGs mod-
eled as (10) and (11), the cyber-attacks described in (16)-
(21) and the assumptions 1 and 2, the problem of resilient
containment synchronization of power sharing, voltage regu-
lation and charging/discharging power of ESSs is to design
distributed secondary control protocols u,(¢) such that:

1im ||y, (1)~ Py (3, (0)||=0 (22)
where y,(¢)= (k# P!k, O..EL, ijb)T.

III. DESIGN AND IMPLEMENTATION OF RESILIENT
DISTRIBUTED SECONDARY CONTROLLER

To counteract the effect of the cyber-attacks, we present a
fully distributed resilient control approach based on the idea
of adaptive compensation in this section. The controller is
designed as:

ui(t):Ki'i:i(t)+Hi£i(t)_HidAi(t) (23)

where cfi(t) is an adaptive compensational parameter used to

mitigate the effects of cyber-attacks; K, and H, are the con-
troller gains; and x,(¢) and z,(¢) are the estimations of the

system dynamics and dynamic compensators, respectively,
which are obtained from the following distributed observers:

% (0=4%0)+Bu,()+B.H,(z,(0-2(1))  (24)
(t) Fz,(1)+Ge,(1)
&.(0= X, (3,(0-3.0)+ Xau 0 O0-3.0) (26)

where F, and G, are the control parameters; and p(¢) is the
observers’ output.
Then, the adaptive parameter d,(¢) is updated by:

(25)

‘;i(t):FidAi(t)_GiCisi(t) (27)
3.(1)= (4, + B.K)(%,(1)+3,()-%(1) +
BiH:’(éi(t)+‘ii(t)_Zi(t)) (28)

With the proposed observer-based resilient distributed
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adaptive control approach, the resilient containment synchro-
nization of power sharing, voltage regulation and charging/
discharging power of ESSs in the S/T-MGs can be realized,
which is summarized as follows.

Theorem 1: consider the dynamics of the S/T-MGs mod-
eled as (10) and (11) and assumptions 1 and 2. There exist
matrices P, and L, such that the resilient containment syn-
chronization of power sharing, voltage regulation and charg-
ing/discharging power of ESSs in the S/T-MGs under the cy-
ber-attacks described in (16)-(21) can be solved by using the
proposed distributed protocols (23)-(28) if the control param-
eters are designed as:

H,=TI —K]II,
F,=S
—_— (29)
K®,=——0;(BIP,+L)
a,;

where S and R are the constructed leaders’ state matrix and
output matrix, respectively; a; is a positive constant; P, is a
symmetric positive definite matrix; and IZ; and I'; can be ob-
tained from the output regulator equations:
{Aiﬂi +B,I' =118
C.II,=R

P! =P,>0 is the solution to:

_ IO
PA+AP,+C'C, + —ZP[G,.G[TP‘. -

i

1 _ _ 1
—PB,Q'B'P,+ —L'R'L,=0 (€19
: a,

where y,<1/p(A), >0, A =[a;] is the adjacency matrix,
and p(.A) is the spectral radius of A. A, B, C, and G, are
given in Appendix A.

Proof: please see Appendix A.

Figure 2 shows the control diagram of the proposed ob-
server-based resilient distributed control approach, where
where L, and C, are inductance and capacitance of LC filter,
respectively. The upper right green box in the red box is
used to generate the adaptive parameter Si. Each DG agent
utilizes its local and neighboring information to obtain the
estimated information via the distributed observer, and then
to update the controller u,(f) and its corresponding adaptive
compensation parameter {2,»(1‘). By doing this, the proposed
control approach will be resilient to the cyber-attacks.

Proposed control approach

ma o
‘ k ") !
i,
Bus X; —r
—
P:ul b
#
out, i,b
Ej
01 b

Distributed observer and
dynamic compensator

Adaptive updating law of 5,.

|| Paulse width

=

00—

modulation

u(t) = Kx(6) + Hz(0) - Hi‘}i(t) d

d(n) = F,d(1) - G,Co(t)

i~iv%i

Resilient controller

DGi 1

Fig. 2.

Remark 2: compared with the existing literature, salient
features of the proposed distributed control can be summa-
rized. (D Although the accuracy of power sharing among
DG units may be compromised, the distributed containment
controllers can guarantee that the output power of each
phase is less than the maximum permitted value and that the
unbalance of three-phase power of TDGs is improved. 2
Containment voltage synchronization can be realized, i.e.,
the voltages of DG units can be regulated to admissible volt-
age profiles but not to the rated value, which is different
from those in literature [3], [16]. @ Distributed observers
and adaptive compensation scheme can ensure uniformly ulti-
mately bounded synchronization in the presence of cyber-at-
tacks without the requirements of cyber-attack detection and
isolation, and limitations on the number of corrupted agents.

Schematic control diagram of proposed resilient adaptive distributed control approach.

Remark 3: The average active and reactive power of each
phase of TDGs and as well as that of SDGs, which are utilized
in the proposed distributed controller, can be calculated by:

1
Pl =—E!I] cosy

S ELLL (32)

L= LB siny
where I is the output current magnitude of the DGs; and y
is the phase deviation between the voltage and current.
These parameters can be obtained by using the Fourier analy-
ser block in MATLAB/Simulink toolbox or the all-pass-filter-
based phase-locked loop (PLL) systems [45]. Alternatively,
the active and reactive power can also be calculated using
other approaches and the details can be found in [43].

(33)
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IV. SIMULATION RESULTS

To validate the performance of the proposed control ap-
proach for the S/T-MG under various conditions, the S/T-
MG depicted in Fig. 1 is simulated in MATLAB/Simulink
environment, where two TDGs, three SDGs connected to
phase a, phase b, and phase ¢, and unbalanced loads are con-
sidered. A single-phase H-bridge converter based three-phase
four-wire DC/AC inverter with LC filters is adopted to inter-
face the TDGs while a single-phase H-bridge inverter is used
for the SDGs. The ratios of power ratings of DG units are
considered as TDG1: TDG2:SDGa: SDGb: SDGc = 2:2:1:1:1.
The parameters of the test MG system are listed in Table I.
The cyber-attacks considered in the simulation are initiated
at r=1.5 s, and at r=2 s, the loads in phase a and phase b
are increased. Before =4 s, the conventional distributed ap-
proach is implemented, and after that time, the proposed re-
silient distributed approach is activated to eliminate the ef-
fect of the cyber-attacks.

TABLE I
PARAMETERS OF MG TEST SYSTEM

Parameter Symbol Value Unit
Nominal voltage E" 311 v
Nominal frequency o 2nx 50 rad
- 650 (TDGs) \%
DC voltage
- 400 (SDGs) \%
DC capacitor Cu 2200 uF
Filter inductance L, 3 mH
Filter capacitor C; 15 uF
PiiDG,max 5 kW
. pSbGmax 7.5 kW
Power rating psoGims 75 W
pSbGmax 7.5 kW
tine. i 0.07 Q
Line impedance Zine 007 e
Ziines 0.07 Q
Ziinere 0.07 Q
Virtual inertia M, 0.04 kWs?
Virtual damping D,, 19.7 kW/Hz
Virtual gain K, 7.5 -
Droop coefficient 2D, 6or3 kvar/V

The communication topology of agents is shown in Fig. 3
in detail, in which each phase of the DG units including
TDGs and SDGs has a dedicated control agent. The TDG
and SDG agents are represented by highlighted circle and
square nodes, respectively. These TDG and SDG agents with
the same phases are connected together, forming a ring-
shape communication topology for data exchange. The
TDG1 and TDG2 can receive the upper and lower reference
information from leaders. Figure 3(a) shows the communica-
tion topology without cyber-attack. Besides, different scenari-
os of the cyber-attacks are considered during the simulation:
@ attacks injected into the communication links from lead-

ers to followers (Fig. 3(b)); @ attacks injected into commu-
nication links between neighboring DG agents (Fig. 3(c));
and @) attacks injected into the local measurements of SDGs
(Fig. 3(d)). The simulation is divided into five cases dis-
cussed in detail as follows.

koQYs SoCY,

kP, B,
koQPs SoCE,

kPP rberf’ Erlc{f’
kQere/f’ S"Crléf

- :

kP2, ED,
ko0P SoCP,

’
’

) <. SDG \ ) < SDG \
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Fig. 3. Communication topology of agents for S/T-MG. (a) Communica-
tion topology without cyber-attack. (b) Attacks injected into the communica-
tion links from leaders to followers. (c) Attacks injected into communication
links between neighboring DG agents. (d) Attacks injected into local mea-
surements of SDGs.
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A. Case 1: Attacks on Communication Links Between

Leaders and Followers

In this case, the cyber-attacks on the communication link
from the upper voltage reference leader to the TDGI are con-
sidered and modeled as ¢, (1)=—0.17 +10¢sin (6nr)+2,
Gt sn(t) = =017 + 6tsin(6nr) + 3, @7, (1) = —0.1z +
8tsin(6zf)— 1, where the subscript E represents the voltage.
Figure 4 shows the performance comparison of conventional
distributed cooperative control approach in [43] and the pro-
posed observer-based resilient distributed adaptive control ap-
proach in this paper.

As shown in Fig. 4, the active and reactive power, voltag-
es of the TDGI1, TDG2, SDGa, SDGb and SDGc, and the
charging/discharging power of ESSs are deteriorated due to
the corrupted upper voltage reference information at =1.5 s,
when the conventional distributed approach is utilized. The
voltage control performance is seriously affected, and it can-
not be stably maintained. The voltages oscillate obviously.
Because of the relationship between reactive power and volt-
age, the reactive power is also obviously affected, but the in-
fluence of the cyber-attack on active power is not obvious.
After t=4 s, we activate the proposed resilient adaptive con-
trol approach. With the help of the distributed observer (24)-
(26) and adaptive compensation parameter t?,.(t), the influ-
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ence of the cyber-attacks on the upper reference voltage lead-
er can be effectively mitigated. Therefore, the active and re-
active power and DG voltages can be controlled to the ex-
pected values and ranges. But it could take a longer time to
converge to the steady state. That is to say, the satisfied con-
tainment synchronization of the load power sharing and volt-
age regulation is asymptotically achieved.

B. Case 2: Attacks on Communication Links Between

Neighboring DG Agents

As shown in Fig. 3(c), the cyber-attacks on the communi-
cation link between TDG1 and TDG2 is considered in the
second case. The information received by TDGI1 from its
neighbor TDG?2 is attacked at t=1.5 s, and the attack is mod-
eled as ¢, (1) = —500¢ + 50007 sin(6t) + 2000 = ¢, , (1),
where the subscripts p and g represent active and reactive
power, respectively. Figure 5 shows the performances of con-
ventional distributed cooperative control approach in [43]
and the proposed observer-based resilient distributed adap-
tive control approach in this paper.

As shown in Fig. 5, in the presence of cyber-attack on the
communication link between TDG1 and TDG2, the conven-
tional cooperative controller utilized for TDG1 is misled.
Then, the controllers of the other DG units are also indirect-
ly influenced due to the connected communication topology
and interaction between the physical MG layer and cyber
layer. Therefore, the conventional cooperative controller fails
to maintain the overall stability of the system. Moreover, al-
though only the active and reactive power information is at-
tacked, the voltages and charging/discharging power are also
seriously affected, and their stability cannot be maintained.
However, when the proposed resilient approach is activated
at =4 s, the load active and reactive power sharing, the
magnitudes of the DG voltages as well as the charging/dis-
charging power of ESSs, can be regulated and kept within
the prescribed range. Thus, the resilient secondary voltage
and load sharing containment synchronization problems are
solved under cyber-attacks for the S/T-MGs.

C. Case 3: Attacks on Local Measurements of SDGs

Finally, in the last case, cyber-attacks injected into the lo-
cal measurements of SDGa, SDGb, and SDGc¢ are consid-
ered. Specifically, as shown in Fig. 3(d), we consider the sce-
nario that the local measurements of output active and reac-
tive powers of the SDG units are corrupted by some mali-
cious attackers. These corrupted measurements are directly
fed back to the local controllers to deteriorate the system
control performance. The attacks are modeled as ¢: .., (1)=

50007 sin(6xt) = ¢Z.SDG,::(I)’ ¢;ﬁsoo.b(t) = ¢Z,SDG.b(t) = —500z,
be spee (1) =% spe.. (1)=2000. Figure 6 shows the performanc-
es of conventional distributed cooperative control approach
in [43] and the proposed observer-based resilient distributed
adaptive control approach in this paper.

It can be observed from Fig. 6 that the local measure-
ments of the active and reactive power of the SDG units are
corrupted by the malicious attack signals, and then fed back
into the their local controllers to mislead the control objects.
Therefore, the expected active and reactive power sharing
among DG units cannot be maintained by the conventional
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Fig. 4. Performance of conventional distributed cooperative control ap-

proach and proposed observer-based resilient distributed adaptive control ap-
proach in presence of cyber-attacks injected into communication links from
leaders to followers. (a) Active power. (b) Reactive power. (c) Voltage of
TDGI. (d) Voltage of TDG2. (e) Voltage of SDG. (f) Charging/discharging
power.

controllers. Moreover, the voltages of DG units are also seri-
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Fig. 5. Performance of conventional distributed cooperative control ap-

proach and proposed observer-based resilient distributed adaptive control ap-
proach in presence of cyber-attacks injected into communication links be-
tween neighboring DG agents. (a) Active power. (b) Reactive power. (c)
Voltage of TDGI. (d) Voltage of SDG. (e) Charging/discharging power.

ously disrupted. The conventional cooperative controllers
cannot maintain the voltage stability. Additionally, the charg-
ing/discharging power of ESSs are disrupted as well due to
the misled active power sharing. After t=4 s, however, the
containment synchronization of the active and reactive pow-
er sharing and voltage regulation is achieved again with the
activation of the proposed resilient distributed adaptive con-
trol approach.

D. Case 4: Plug-and-play and Communication Time Delay

In this case, the plug-and-play and the communication
time delay are considered. The condition is the same as that

of Case 2 except the activation time of the proposed resilient
distributed approach. In this case, from #=3 s, the proposed
approach is activated. At r=2.5 s, SDGb is plugged out and
then plugged in at =4 s. Additionally, during the simula-
tion, a communication time delay of 100 ms is also consid-
ered. Figure 7 shows the simulation results. It can be ob-
served that the approach has good plug-and-play perfor-
mance and that the active and reactive power can converge
to the expected steady state under 100 ms time delay. This
can meet the requirement of IEEE standard.
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Fig. 6. Performance of conventional distributed cooperative control ap-
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age of SDG. (e) Charging/discharging power.
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E. Case 5: Comparison of Phase Shift Performance

In this case, we mainly validate the performance of the
proposed P-VSG approach and compare it with the conven-
tional VSG approach. Figure 8 shows the phase shifts and
phase difference of three-phase converters, where PDab, PD-
bc, PDca are the phase differences between phases a and b,
b and c, and ¢ and a, respectively. It can be observed from
Fig. 8 that an accurate phase shift of 120° of the output volt-
age of the three-phase converters is achieved with the con-
ventional approach. The phase difference is almost zero. Al-
so, the accurate phase shift of 120° of the output voltage of
the three-phase converters is achieved with the proposed P-
VSG approach, which is even better than that of the conven-
tional approach. The maximum phase difference at steady
state is about 0.00142 (0.17°), which is reduced by approxi-
mately 34.6% compared with that of the conventional VSG
approach (about 0.00215 (0.26°)). This validates the effec-
tiveness of the proposed approach.
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Fig. 7. Simulation results considering plug-and-play and communication
delay of 100 ms. (a) Active power of DGs. (b) Reactive power of DGs.

V. CONCLUSION

We have considered a novel type of MGs, i.e., S/T-MGs,
with the integration of TDGs, SDGs, unbalanced loads, and
ESSs in this paper. Also, cyber-attacks on local measure-
ments of DGs, leader references, and information transmitted
between DG agents are considered when designing the con-
troller. To achieve the flexible and reliable operation and
control of DGs in the S/T-MGs, and to guarantee satisfacto-
ry power sharing and voltage control performance, the prob-
lem is formulated as a distributed output containment control
problem based on the established heterogeneous dynamics of
DG units. Then, an attack-resilient distributed control based
on the idea of adaptive compensation is developed by design-
ing a distributed adaptive observer. With this approach, the
effect of the cyber-attacks can be neutralized to ensure the
stability of the system and preserve the containment power
sharing and voltage synchronization. Finally, several simula-
tion results verify the effectiveness of the proposed approach.

However, the containment power sharing and voltage syn-
chronization do not mean that power quality such as voltage
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unbalance factors in the S/T-MGs can satisfy the standard.
Therefore, the future work will focus on the resilient distrib-
uted control design for the improvement of power quality in S/
T-MGs. Another interesting direction is how to further explore
the coordination among TDGs, SDGs, ESSs and flexible loads.

APPENDIX A
A. Parameters in Section 1I-B
The parameters in Section II-B include:
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B. Proof of Theorem 1

The proof is divided into two steps.

Step I: prove the containment convergence of the observ-
er’s output y,(¢) to the dynamic convex hull spanned by the
leaders’ outputs.

Step 2: prove the containment convergence of each DG’s
output y,(¢) to the estimation observer’s output y, ().

The process of the proof of Steps I and 2 is motivated by
[42]. For more details of interest, please refer to [42]. This
ends the proof.

C. Parameters in Section III

The parameters in Section III are given as: A, =

|: A, B,»F,}’ Ei = |:B,~:|’ 61‘ = [Ci 0]9 and 61‘ = [0 GI'T]T'
-GC, S ]
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