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Abstract—In recent years, rumors have been shown to have a
significant impact on individual and societal activities. As re-
newables play an increasingly significant role in electricity mar-
kets, certain rumors may deviate the bidding behavior of mar-
ket entities and eventually affect the performance of market op-
erations. In this study, we attempt to reveal the general threats
caused by rumors in the context of day-ahead electricity mar-
kets considering the integration of volatile renewables. First, we
model the propagation of rumors in the societal system consid-
ering the weight of propagation resistance, which principally re-
flects the communication accessibility of market entities. Sec-
ond, we develop an integrated two-layer network model to un-
cover the inherent coupling mechanism between market opera-
tions and rumor propagation. In particular, the role of electrici-
ty market operations on rumor propagation is characterized by
changes in the truthfulness of rumors associated with electricity
prices. The rumors, in turn, affect the bidding quantities of
market entities in electricity market operations. Finally, numeri-
cal experiments are conducted on modified IEEE 6-bus and 118-
bus systems. The results demonstrate the potential threats of ru-
mors to electricity market operations with different penetration
levels of renewables.

Index Terms—Electricity market, integrated network model-
ing, renewables, rumor propagation.

I. INTRODUCTION

HE development of electricity markets and integration

of volatile renewables such as wind and solar energy
are the two major reforms that all modern power systems
have experienced. As it is common for electricity markets to
guarantee a higher priority to dispatch renewables, the gener-
ation-side uncertainty and volatility resulting from an ever-in-
creasing penetration of renewables may have a significant
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impact on the pricing of electricity services supplied to cus-
tomers. Simultaneously, modern power systems are more
closely coupled with societal systems, and such couplings
further complicate power system operation. For example, the
Indian government called on citizens to light candles to pray
for the end of the COVID-19 pandemic, which caused con-
siderable challenges to the Indian power system by creating
an enormous load drop (about 32 GW) [1]. A comparable
phenomenon occurs as an impact of the “Earth Hour” elec-
tricity saving action worldwide [2]. Additionally, lockdown
policies against the COVID-19 pandemic have been proven
to reshape electricity demand curves [3]. Such significant yet
unusual disturbances from societal systems may cause risks
for the electricity supply, particularly when volatile renew-
ables play a substantial role in power system operation.

In addition to prevailing attacks such as false data injec-
tion [4], [5] and denial-of-service attacks launched at the cy-
ber side of modern power systems, a wide spectrum of
threats from the societal side deserve attention. Rumors are
one of the most representative societal threats and have ap-
proximately coexisted with human society. By definition, a
rumor is a piece of unverified information that may or may
not be true, which is likely to propagate widely in society.
With the development of social networking applications and
new media, rumors tend to occur more frequently, propagate
faster, and become easier to be trusted believe. The rumor
propagation has already had a noticeable impact on the pow-
er system operation. For instance, at the end of year 2020,
some provinces in China actually underwent the insufficien-
cy of electricity and advocated the orderly electricity con-
sumption [6]; however, rumors of “the electricity supply will
be limited” initiated widespread and puzzled the public in
other places that actually had no such concerns [7].

Some researchers have already examined the mutual influ-
ence of power and societal systems. Reference [8] proposed
the concept of the cyber-physical-social system (CPSS) con-
sidering the factors of information and human activities to
power systems. This sheds light on the necessity of a soci-
etal perspective in the rethinking of power system opera-
tions. Electricity markets are the key link between power
systems and societal systems. When rumors related to elec-
tricity markets proliferate, market entities susceptible to
those rumors would unintentionally challenge the market op-
eration performance and eventually the security of the elec-
tricity supply. Inspired by the CPSS, rumors related to elec-
tricity markets can be defined as a generalized cyber-attack
that actually changes the thinking patterns of operational de-
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cision-making and the associated bidding behaviors of mar-
ket entities.

Meanwhile, with the implementation of Internet-of-Things
technologies and advanced data analytics, customers are em-
powered to regulate their electricity usage patterns in re-
sponse to the changes in electricity pricing. When allowed to
participate in the day-ahead electricity market, the power
consumption schedules of customers become more sensitive
to the forecasted market-clearing prices. However, consum-
ers commonly have a reduced capability to identify rumors
compared to generation companies. Accordingly, customers
are particularly susceptible to rumors, and are subject to the
implications of rumors in determining their bidding behav-
iors. That is, the rumor propagation may reshape the perfor-
mance of electricity market operation and leave consequenc-
es on both the power and societal systems, as shown in
Fig. 1.

Power system

Electricity market operation

_______________________________________

Rumor propagation

Societal system

Fig. 1. Couplings between power and societal systems.

A high penetration of renewables entering the electricity
market may affect pricing regularity, which provides the soil
for breeding the rumors related to electricity markets. Ru-
mors may utilize the uncertainty of electricity prices to mis-
lead consumers’ bidding behavior. Some studies have inves-
tigated rumor propagation in societal systems. Reference [9]
developed a model of rumor propagation on social networks
considering rumor mitigation in terms of negative energy.
Reference [10] employed a compartment method to develop
a dynamic model of rumor propagation on social networks.
Reference [11] presented a model of rumor propagation con-
sidering the impacts of online and offline activities. Refer-
ence [12] considered the differences in individuals by state
transition functions to develop a model of rumor propagation
on social networks. However, these studies have not provid-
ed an insight into the rumors related to electricity markets.
In addition, some studies have examined the impact of inher-
ent power system characteristics on the bidding strategies of
market entities. Reference [13] introduced an optimized bid-
ding strategy model for distributed energy resources based
on real-time electricity prices under the uncertainties of de-
mand response and renewables-based generation. Reference
[14] employed the paradigm of multiple agent systems to op-
timize bidding strategies for electric vehicle aggregators by
considering various uncertainties. Reference [15] developed
an agent-based model to explore the relationship between
market design and bidding behaviors of market entities. Ref-
erence [16] proposed an optimization model for determining
the bidding strategy of microgrid entities in distribution net-
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works by considering the market competition together with
the pricing and load uncertainty. Reference [17] developed a
method based on supervised machine learning techniques to
detect collusion among power generation companies. Refer-
ence [18] proposed a multi-agent deep deterministic strategy
gradient method to approximate the Nash equilibrium in the
bidding game of the day-ahead electricity market. Neverthe-
less, these studies have not thoroughly examined the role of
external factors, e.g., rumors and other societal activities, in
the context of electricity market operations.

To the best of our knowledge, there are few studies per-
taining to the impact of rumor propagation on the operation
of electricity markets. Provided that the threat of rumors
needs to be urgently investigated in electricity markets with
the increasing penetration of volatile renewables, the techni-
cal work in this study includes the following main contribu-
tions.

1) After classifying the potential sources and types of mar-
ket-oriented rumors, the couplings between rumor propaga-
tion and market operations are investigated and analyzed.

2) An integrated and systematic approach is developed
from a two-layer complex network perspective to quantify
the impact of rumors on market operation performance.

3) The vulnerability of prevailing market-clearing mecha-
nisms to rumors is revealed via a series of numerical simula-
tions with varying penetration levels of renewables.

The rest of the paper is organized as follows. Section II
states the types of rumors pertaining to electricity markets
and presents the rumor propagation model in the context of
electricity markets. Section III models the market-clearing
by considering the rumor impacts from a two-layer network
perspective, and proposes a mechanism for simulating the in-
teraction between rumor propagation and electricity market
operation. Section IV analyzes the results of numerical exper-
iments. Finally, Section V draws the conclusions.

II. TYPES OF RUMORS PERTAINING TO ELECTRICITY
MARKETS AND RUMOR PROPAGATION MODEL

In this section, we characterize the types of rumors per-
taining to the electricity markets and propose a rumor propa-
gation model considering the operation of electricity markets.

A. Types of Rumors Pertaining to Electricity Markets

Rumors pertaining to electricity markets are classified as
indirect or direct rumors based on their relevance to electrici-
ty market operations. Figure 2 shows that direct rumors refer
to internal factors of electricity markets, including electricity
prices, bidding information of market entities, and market op-
eration mechanisms. For example, predictions regarding high
or low electricity prices and false market regulation policies
may directly influence the bidding strategies of market enti-
ties. The rumors indirectly related to electricity markets
mean that their contents may interfere with the reference or
basis for making bidding decisions of market entities. The
relatively common content may be related to the conditions
of the power system operation and equipment status. For ex-
ample, news concerning the lack of coal supply, cyber-at-
tacks, power shortages, and power equipment failures may
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affect the prediction of electricity prices by market entities.
Moreover, the content of indirect rumors may not include
any related information on the power system or electricity
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market. For instance, in the face of news related to public
events and regulation policies, market entities may change
their bidding behaviors to avoid potential losses.

‘ Rumors pertaining to electricity markets ‘

Content

|

| Direct rumors | | Indirect rumors | | Specific content|

I General content |

| Official means |

| Third-party means |
[

.......... ool oo Lo Lo
E| Electricity price |i | Power shortage |i| Specific time |§3|Vague information“” Falsified notification |i:|0n1ine discussion platform|i
i | Specific location | E | i§|Intentiona1 news reporting“i

E|Bidding information“ E| Energy import press |§

i
E | Market mechanisms |l

:
' i

___________________________________________________________________

Fig. 2. Classification of rumors pertaining to electricity markets.

As for the content of rumors, they may contain specific
content such as the specific time, specific location, and spe-
cific market entity. Rumors with specific time mean that
there is clear time information in the contents. For example,
“the electricity price will increase during 7-9 p.m. on 12"
November”, “the electricity price during the valley period
will increase”, and “the electricity price during the peak peri-
od will decrease”. In contrast, rumors without any specific
content are regarded as general rumors that contain vague in-
formation or the content is no targeting. For the propagation
means, the source of rumors may be the official means, e.g.,
the hacked official government platform, falsified notifica-
tion, and intentional news reporting, or a third-party means,
e.g., online discussion platform or in-person meetings.

B. Two-layer Network Modeling of Electricity Markets

Considering the social and physical properties of electrici-
ty markets, the electricity market is modeled as a two-layer
network, including the power system layer and the societal
system layer, as shown in Fig. 3. For the power system lay-
er, the structure is naturally a complex network, where each
node denotes a bus, and each edge between nodes denotes a
power delivery line.

The propagation of rumors between market entities is also
modeled as a complex network for the societal system layer,
which essentially reflects the relationship of information
sharing between market entities. In detail, nodes in the net-
work are the entities at the same location as the power sys-
tem buses, implying that the nodes in the societal system lay-
er have the same geographic properties as the buses in the
power system layer. However, unlike power systems, infor-
mation can flow efficiently on the Internet via social net-
working applications, e.g., WeChat, Twitter, and Facebook.
Accordingly, even for nodes that are geographically distant
and not connected by power lines, rumors can still propagate
between them; therefore, it is likely to be an edge between
each pair of nodes in the societal system layer.

Meanwhile, a high penetration of volatile renewables pos-
es challenges to the secure operation of power systems and
introduces significant uncertainty to electricity market man-

Hacked official ii|
government platform |it===—————m—m ==

agement. Moreover, various types of rumors may cause fre-
quent disturbances to the societal system layer and eventual-
ly pose risks to market operations. Market entities that be-
lieve in rumors may deliver false supply and demand infor-
mation to other entities which change their bids simultane-
ously. For instance, if rumors concerning “electricity price
will increase sharply” propagate in an area, the related mar-
ket entities may reduce their bidding quantity, which further
exacerbates the challenges to the operation of electricity mar-
kets under volatile renewables-based generation.

’

Coupling 4 Electricity
mechanism market

\

N . _
~ _Societal system laye/r _

N -
A -

Fig. 3. Modeling of power and societal systems as a two-layer network.

C. Rumor Propagation Process Modeling

The SIS model was originally proposed to study the propa-
gation of infectious diseases. In the SIS model, the nodes in
the “S” state denote those who are susceptible to the infec-
tious disease but have not been infected yet, and the nodes
in the “I” state denote those who have already been infected
with the disease. Moreover, those infected with infectious
diseases (nodes in the “I” state ) may return to susceptible
people (nodes in the “S” state ) after treatment, and vice ver-
sa. The traditional modeling of the rumor propagation pro-
cess resembles the SIS model [19]-[22]. In the context of



758

modeling rumors pertaining to electricity markets, nodes in
the “S” state denote market entities that are likely to believe
in rumors but have not done yet; the nodes in the “I” state
denote market entities that have already believed in rumors
and would potentially propagate rumors to other entities. In
addition, the transition from “S” to “I” means a market enti-
ty turns to believe in a rumor, as influenced by other enti-
ties. In detail, when a node is in the “I” state, it has a cer-
tain possibility of propagating the rumor to others who origi-
nally doubt the rumor (nodes in the “S” state) and influence
them to believe in the rumor. The possibility of such state
transition for that is regarded as the propagation rate for the
nodes in the “I” state. The transition from “I” to “S” means
a market entity previously believed in a rumor but begins to
doubt the same type of rumors. Moreover, the nodes in the
“I” state still have a certain possibility to screen out the ru-
mors and then recover to the “S” state. The possibility of
such state transition is regarded as the recovery rate for
nodes in the “I” state.

In the traditional SIS model, the propagation and recovery
rates are assumed identical for all nodes and do not change
with time. However, the possibility of individual market enti-
ties to believe in and propagate rumors is different and var-
ies with the rumor propagation process. Accordingly, the pos-
sibility of believing in and doubting rumors should not be
constant. Based on the traditional SIS model, we introduce
electricity market-SIS (EM-SIS) as an integrated model of
electricity market operations and rumor propagation. In par-
ticular, to better characterize the rumor propagation between
market entities, we model the state changes of each node as
follows.

For the &M rumor occurrence, we assume a node is in the
“I” state, and the rest of nodes are all in the “S” state. The
transition of node states from “S” to “I” is simply denoted
as S— 1. The possibility of this progress p;>' is calculated
as:

pi'=1-[10-pua,) Vies

jel (1)
where k is the occurrence number of rumors; 7 is the set of
nodes that are in the “I” state; S is the set of nodes that are
in the “S” state; f,, is the rumor propagation rate of node j,
which is in the “I” state; and a,; is the element of the net-
work adjacency matrix. If a,,=1, then there is an edge be-
tween nodes i and j, and if a,;=0, then there is no edge be-
tween nodes i and j. The transition of node states from “I”
to “S” is simply denoted as /— S, and the probability of this
progress p;.* is calculated as:

P’ = Vjiel )
where y;, is the recovery rate of node j, which belongs to
the “I” state.

We further consider the coupling of rumor propagation
and electricity market operations. For each market entity, the
probability of believing in a rumor is related to the truthful-
ness of rumors with the locational fact. Mathematically, for
node j, the rumor propagation rate f;, and recovery rate y,,
are calculated as:

ﬁ,;kz’?j.kflﬂ“'ﬁ/‘kfl -1 S’hkflglavjE[ 3)
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Vik= "M MtV -1 S”/j.k-l <LvVjel “4)
where u is a hyperparameter that measures the impact of the
truthfulness of rumors on the propagation rate; f,, , and
7.1 are the propagation and recovery rates of node j at the
time of last rumor occurrence, respectively; and 7, , is the
truthfulness of last rumor, i.e., “high price”, for node j,
which is calculated as:

1 K> 20V el

0<y s <24 Vjel &)

-1 Xi1S0,Vjel

where y;; | is the locational marginal price at node j in the
last occurrence; and y is the reference value of the electricity
price level that is set to estimate whether the price is high or
low so as to measure the trustfulness level of the ‘“high
price” rumors. The reference value can be set based on prac-
tical experience or investigation. Accordingly, #,, , takes a
value in the range of [-1,1], and the truthfulness level of ru-
mors is limited when the electricity price is twice higher
than the reference value. For a rumor of “high electricity
prices across the system”, if #,, ,>0, the rumor is regarded
by node ;j as a successful prediction and then believed in; if
7,41 <0, the rumor is regarded as fake and screened out. Al-
though the trustfulness level of rumors depends on the loca-
tional fact, the content of rumors does not need to be false
to have a considerable impact on the electricity market oper-
ation. In reality, the threat of rumors relates to the resulting
sudden and simultaneous changes in the bidding behaviors
of market entities.

Furthermore, the information sharing intensity between
market entities is linked to their geographical locations. For
instance, market entities have relatively less resistance to
sharing information when they are geographically closer,
whereas those that are geographically farther away have rela-
tively more resistance to sharing information. Thus, we mod-
el a fully connected network with weighted edges to enrich
the rumor propagation process. The weight of the edges be-
tween nodes i and j is denoted as the attenuation rate of ru-
mors, as calculated by:

="

= W Vi,je Q (6)

where £, is the geographic distance between nodes i and j;

™ and ™ are the maximum and minimum values of the

geographic distance set, respectively; Q is the set of nodes;

and @ is the upper limit of the weight of edges. With a

weighted network, the rumor propagation rate p?’’ can be

modified from (1) to (7), which indicates that p{;’ can bet-

ter reflect the diversity of the propagation resistance in the
societal system layer.

pi'=1-T[-0-w,)pa,] Vies

jel

)

III. INTERACTIVE MODELING OF RUMOR PROPAGATION AND
MARKET OPERATION

In this section, we develop a market clearing model for
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day-ahead electricity market operations under the influence
of rumors and illustrate the mechanism of interaction be-
tween rumor propagation and electricity market operation.

A. Electricity Market Operations Under Rumors

Inspired by the investigations presented in [23], [24], we
develop a decision-making model for day-ahead electricity
market operations considering the changes in bidding quanti-
ty owing to rumors. To simplify the modeling, several as-
sumptions are made as follows: (D consumers have less ca-
pability to identify and ignore rumors than that of generation
companies so that only market entities representing consum-
ers will be sensitive to and influenced by rumors; (2) conven-
tional generation companies can submit both bidding prices
and quantities, whereas consumers are price-takers that only
submit bidding quantities; (3) renewables-based generation
companies only include wind farms that also act as price-tak-
ers; (4) the impact of rumors on electricity market operation
is reflected by the changes in the bidding quantities of mar-
ket entities; (5 every node is exposed to rumors, but wheth-
er a node in the “S” state believes in the rumors is influ-
enced by a neighboring node in the “I” state. Therefore, ad-
justable loads are considered to simulate the changes in the
bidding quantities caused by rumors. The k" occurrence of
rumors 3de is referred to as the incremental rate of bidding
quantity of the consumer d owing to rumors, which is calcu-
lated as:

n B.o VdejNjel

Oar= 0 VdejVjel ®)
where o is a hyperparameter that reflects the relationship be-
tween the propagation rate and the reaction of consumers’
behaviors to rumors; and d € and d ¢ represent that con-
sumer d is at and not at node j, respectively. It is reasonable
that the bidding decisions made by consumers who believe
in and propagate rumors with a higher probability are more
consistent with the rumor content.

For the detailed setting of ¢ in (8), if the rumor is related
to “high price,” then the value of ¢ is in the range of [-I,
0], i.e., the consumer will decrease the bidding quantity; if
the rumor is related to “low price”, then the value of ¢ is in
the range of [0, 1], i.e., the consumer will increase the bid-
ding quantity. A larger absolute value of ¢ represents a more
radical reaction of consumers as a response to believing in
the rumor. For example, if a rumor mentions “electricity
price will increase sharply”, o is set as —0.1, the propagation
rate is 0.6, and the original bidding quantity is 10 MW. The ac-
tual bidding quantity is calculated as 10+10x0.6x ( —0.1) =
9.4 MW. Thus, the bidding quantity of consumer d is re-
duced by 6% as a result of the rumor.

Following the assumptions, the goal of electricity market
operation is to minimize operational costs [25], [26], as de-

scribed by:
min >3 C, (P,,) ©)
g

where C, () is a function that quantifies the cost of dispatch-
ing thermal units g at time # and P,, is the generation
amount of thermal unit g at time ¢.

The system-wide power balance constraint is as follows:
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gP&”—i_ gpw.t: gbd.t: (ir) Vvt (10)

where 4, is the dual variable of this constraint at time ; P,,,
is the committed generation amount of wind farm w; and

D,, is the bidding quantity of consumer d at time ¢, which is
calculated as:

A Ldﬁt+Ld.13d,r Vd7 VteT

= 11
Ly, Vd Vte T (b

where T is the set of specific time periods; and L,, is the
original power demand, i.e., the bidding quantity without the
influence of rumors, of consumer d at time ¢.

The generation range of thermal units is restricted as:

P <P, <P, VgVt (12)

where P, and P are the maximum and minimum outputs of

thermal unit g, respectively. In addition, the limitation of the
wind generation amount is determined as:

0<P, <P, YwVt (13)

where P, is the predicted generation of wind farm w at
time ¢.
Thermal units are also subject to technical limitations on

the ramping rates as follows:
P

wt

-P,, < VgVt (14)
8

(15)

where Eg and ég are the maximum values of the upward and

gt+1

Py=Py. <&, Vg vi

downward ramping rates of thermal unit g, respectively.
The transmission capacity of power lines is restricted by:

SU(EP&ﬁ P~ zDA,M)SFIZ(/IZ,) VLYt (16)

gei wei dei

=S

P+ >P,, - dZDd,t)SF,:(/l,J) VLYt (17)
gei e <
where A;, and 4}, are the dual variables of the corresponding
constraints; /7, is the maximum transmission capacity of line
I; s,; is the shift factor of bus i to line /; g ei means that
thermal unit g is located at bus i; w € i means that the wind
farm w is at bus i; and d € i means that the consumer d is at
bus i.

Moreover, to guarantee that the power system has suffi-
cient capacity to tolerate uncertain fluctuations caused by re-
newables-based generation units and loads, system-wide re-
serve rates are restricted by (18) and (19), which can be fur-
ther linearized into (20) and (21).

Smin{P,~P,.E,}> R, Vt (18)
-
dmin{P,,~ P& 1> R, Vi (19)
:
MY, =R, WVt
ng—Pg,tz Y, VgVt (20)
2> 7., Vg, Vt
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>r, =R vt

gt t

g

P,~P>Y VgVi (21)
é‘gZ Zg_’l Vg, VvVt

where Y, and Y, are the auxiliary variables that denote the

upward and downward spinning reserve capacities of ther-
mal unit g at time 7, respectively; and R, and R, are the re-

quired upward and downward spinning reserves across the
power system, respectively.

After solving the proposed optimization model (9)-(17),
(20), and (21), we can obtain the locational marginal price
LMP,, for bus i at time ¢ as:

LMP, =}~ > s,,(Al,~4;,) ViVt 22)
1
B. Interactions Between Rumors and Electricity Markets

We present a simple example to better illustrate the rumor
propagation process, as shown in Fig. 4.

I Stage 1 | | Stage 2 :
! I I S
I Propagation and I I %ml bidding :
! <g recovery rate I ' |
| . | |
— [
g, @ = ke | s
! Mg, || bidding | bidding :
: ! = | behaviors behawors‘v |
[
I
|

‘Submit bidding information‘

) ) Stage 3 1
Retain propagation
and recovery rate

| (Q Update propagation| g .o
| and recovery rate

I
I
I
| | |
| [
<= \
= ——truthfulness|| | |
! Update propagation | of rumors |l : T |
: 8(7 and recovery rate : | [
I

| Price Impacted’(_‘Normal :
[l SR -

Quantity

|
___________ a4

Fig. 4. Illustration of interactions between rumors and electricity markets.

Herein, we suppose three market entities exist in the sys-
tem. Initially, the rumor of “electricity prices will increase
sharply” propagates in the market, and two out of three mar-
ket entities eventually believe in the rumor, as shown in
stage 1 in Fig. 4. Correspondingly, the bidding behaviors of
two market entities in the “I” state are influenced by the ru-
mor, for example, bidding a reduced quantity of electricity
consumption compared to normal circumstances, as shown
in the stage 2 in Fig. 4. As a result of the misled bidding be-
haviors, the market operation is actually affected by market-
clearing prices deviating from normal situation, as shown in
the stage 3 in Fig. 4. Considering the locational factors, the
implications of that rumor vary with market entities that
may have different clearing prices. If the clearing results
show that high electricity prices do occur in certain loca-
tions, the associated nodes in the “I” state (market entities)
increase the propagation rate, reduce the recovery rate, and
tend to believe in such rumor in the next round; otherwise,
the associated nodes in the “I” state will reduce the propaga-

JOURNAL OF MODERN POWER SYSTEMS AND CLEAN ENERGY, VOL. 10, NO. 3, May 2022

tion rate and increase the recovery rate in the next round, as
shown in the stage 4 in Fig. 4. Since most rumors contain
false information, all market entities would eventually ignore
and avoid the implications of the rumors of the same type as
they unfold repeatedly.

In addition to the locational/spatial coupling of rumor
propagation and electricity market clearing, we perform a
time-domain simulation for a series of similar rumors that
occur in sequence, i.c., the temporal evolution of market enti-
ties’ reactions to rumors. In particular, we perform a com-
plete round of market-clearing simulation based on the even-
tual distribution of the nodes in the “I” state related to a cer-
tain rumor (instead of the detailed propagation dynamics of
that rumor). The simulation steps for a series of similar
types of rumors occurring in sequence are shown in Fig. 5,
where N is the total number of nodes; and k___ is the maxi-

max

mum iteration number that curbs the total occurrence times

of the rumors.

‘ Initialize node state ‘

[ e ]
Y

‘ Simulate rumor propagation ‘

i
2

‘ Obtain the state of node i ‘

Is node 7 infected?

Change load bids of
corresponding consumer

|
Retain propagation ||
and recovery rate ||

|

|

‘ Perform electricity market clearing ‘

l

‘ Obtain truthfulness of rumors ‘

I}

‘ Update propagation and recovery rate ‘

Fig. 5. Flowchart of modeling of rumor propagation in electricity markets.

In addition, only market entities in the “I” state concern
about the truthfulness of rumors, and those who are in the
“S” state do not pay attention to the deviation of rumors
with facts. Accordingly, the changes of rumor propagation
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and recovery rates are only associated with nodes in the “I”
state. Based on these characteristics, we construct a memory
mechanism, in which nodes can memorize the previous val-
ues of propagation and recovery rates. For example, al-
though a node in the “S” state would not be directly affect-
ed by rumors, it still retains the previous propagation rate to
propagate rumors once it suddenly believes in rumors again,
i.e., turns to a node in the “I” state.

IV. NUMERICAL EXPERIMENTS

In this section, we use two representative IEEE test sys-
tems [27] of different scales to demonstrate the coupling ef-
fects of rumor propagation and electricity market operations.
Suppose that a series of rumors propagate in sequence with
a specific content of “there will be electrical equipment fail-
ures between 7 a.m. and 11 a.m., which may cause high elec-
tricity prices”. The first case is conducted on the modified
IEEE 6-bus system to particularly illustrate the mechanism
of rumor propagation considering the result of electricity
market clearing, and the second case is conducted on the
modified IEEE 118-bus system to further demonstrate the in-
teractions between rumor propagation and electricity market
operation at different wind penetration levels. Numerical ex-
periments are performed using the Python 3.7 (together with
Gurobi and Networkx) on a desktop computer with an Intel
Core™ i5-9400F 2.90 GHz CPU. Owing to the lack of actu-
al bidding data, the bidding price function of each thermal
unit is simplified to a quadratic cost function.

A. IEEE 6-bus System

The modified IEEE 6-bus system is illustrated in Fig. 6.
The total capacity of installed thermal units is 390 MW, and
a wind farm with a capacity of 39 MW is located on the 4"
bus. One hundred scenarios are simulated when the wind
power generation and load in each scenario are randomly
sampled from 30 historical wind power generation curves
and 50 load curves. The wind power generation is assumed
15% of the actual measured generation of Elia-connected on-
shore wind farms from January 1 to April 9, 2020 [28]. The
load is 0.23 times the actual total load in Latvia from Janu-
ary 1 to February 19, 2020 [29]. We set geographic coordi-
nates for each bus, and the rumor propagation network is
constructed based on the geographic locations of those buses
(colored in blue). The maximum attenuation rate is set to be
0.9. As shown in Fig. 6, each node denotes a market entity
with the same geographic location as the power system bus.

761

The edges between different nodes denote social connec-
tions. Darker blue color indicates lower resistance to rumor
propagation, and lighter blue color indicates higher resis-
tance to rumor propagation.

L1

L6

Rumor propagation network

Fig. 6.
work.

Modified IEEE 6-bus system and coupled rumor propagation net-

To observe the impact of the market-clearing price on the
rumor propagation related to electricity market, we conduct
a set of controlled experiments with and without consider-
ation of the electricity price effects. The initial values of
propagation and recovery rates are set to be 0.3 and 0.1, re-
spectively. u is set to be 0.1, o is set to be —0.1, and y is
set to be 17.51 $/MW.

Figure 7(a) indicates that the number of in the “I” state
nodes is dominant in the simulations when the propagation
and recovery rates are constant. As shown in Fig. 7(b), a rel-
atively pronounced oscillation in the rumor propagation oc-
curs considering the impact of electricity price on the truth-
fulness of rumors, which reveals that electricity market oper-
ation can affect the rumor propagation. Compared with Fig.
8(a), (b), and (c), we can find the diversity of propagation
and recovery rates of market entities as well as the impact of
electricity market operation on rumor propagation, where the
red lines with different shades indicate the propagation rates of
different market entities, and the blue lines with different
shades denote the recovery rates of different market entities.
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Fig. 7. Evolving process of nodes in “S” and “I” states. (a) Without consideration of truthfulness. (b) Only considering truthfulness (c¢) Considering both

truthfulness and change of bidding behaviors.
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sidering both truthfulness and change of bidding behaviors.

To observe the indirect impact of bidding behaviors on the
propagation of relevant rumors, we conduct a set of controlled
experiments with and without consideration of the impact of
the bidding behaviors as responses to rumors, respectively.

As shown in Fig. 7(c), when changes in the bidding be-
haviors are considered, the rumor propagation disappears nat-
urally without any intervention, which is regarded as the self-
limitation of rumors. Provided the impact of rumors on elec-
tricity markets, the bidding behaviors of consumers driven
by rumors will first affect market-clearing prices. Consecu-
tively, the influenced prices change the truthfulness of ru-
mors related to “high price”, which means changes in the
bidding behaviors of consumers indirectly influence the ru-
mor propagation; thus, the interaction between rumors and
electricity markets forms a negative feedback in general.

B. IEEE 118-bus System

To observe the interaction between rumor propagation and
electricity market operation in a larger and more complicat-
ed system, we implement numerical simulations in a modi-
fied IEEE 118-bus system. The total installed capacity of
wind power generation is 1463 MW, where each wind farm
with a capacity of 209 MW is located on buses 3, 6, 12, 37,
56, 72, and 112. The initial values of the propagation and re-
covery rates for all nodes are set to be 0.3 and 0.1, respec-
tively. u and o are set to be 0.2 and —0.1, respectively. One
hundred scenarios are considered in which wind power gen-
eration and loads are randomly sampled from 100 wind pow-
er generation curves and 100 load curves. The load curves
are 1.5 times the actual total load of SE4 which is one of
the bidding areas in Sweden from January 1 to April 9,
2020. The realistic generation amounts of Elia-connected on-
shore wind farms from January 1 to April 9, 2020 are dou-
bled to form the wind power generation curves, which are
used as the baseline levels of wind power generation. To ob-
serve the impact of different penetrations of renewables-
based generation on electricity market, we set three scale fac-
tors, p=1.0, p=1.5, and p=2.0, which are 1.0, 1.5, and 2.0
times the base wind power generation, respectively. As
shown in Fig. 9, the rumor propagation network of the IEEE
118-bus system is similar to that of the IEEE 6-bus system,
in which the redder the color of the edge is, the higher the
resistance to rumor propagation is, and the bluer the color of
the edge is, the lower the resistance to rumor propagation is.

Figure 10 shows the total standard deviations of LMP be-
tween 7-11 a.m. with different scales of wind power genera-
tion for 100 simulations. The standard deviation of LMP

gradually increases as the penetration of renewables increas-
es; thus, the LMP of electricity markets with a high penetra-
tion level of renewables may be more diverse than that of
electricity markets with a low penetration level of renew-
ables. The diversity and uncertainty of prices provide an op-
portunity for rumor propagation. To evaluate the impact of
rumor propagation on the electricity market with different
penetration levels of renewables, we perform 100 simula-
tions of rumor propagation and electricity price clearing un-
der the cases of p=1.0, p=1.5, and p=2.0. Moreover, to
evaluate the level of electricity prices for different buses
based on (5), a reference value is set as follows. First, calcu-
late the average electricity price between 7-11 a.m. for each
market-clearing simulation without consideration of the ru-
mors while assuming that all wind power generation and
load data are the same as the rumor propagation situation.
Second, calculate the median value of electricity prices in
the 100 simulations, which is regarded as a reference value
to distinguish between the high and low electricity prices.
Third, set different reference electricity prices for the three
cases with p=1.0, p=1.5, and p=2.0, which are 17.27,
16.71, and 15.95 $/MW, respectively. Since renewables-
based generation companies only act as price-takers in mar-
ket clearing, the electricity price decreases as p increases.

Fig. 9. Rumor propagation network for IEEE 118-bus system.
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Fig. 10. Total standard deviations of average LMP with different scales of
wind power generation.
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Figure 11 illustrates the evolving process of nodes in the
“I” and “S” states in the three cases. Figure 12 presents the
evolving process of propagation and recovery rates of nodes
in the three cases, whereas the red and blue lines with differ-
ent shades indicate the propagation and recovery rates of dif-
ferent market entities, respectively. The propagation of “high
price” rumors related to electricity markets in the case of p=
1.5 exhibits more pronounced self-limitation than that of the
case of p=1.0, whereas the evolutionary process of propaga-
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tion and recovery rates at different nodes in the case of p=
1.5 is moderately more diverse than that of the case of p=
1.0. Additionally, although the number of nodes in the “I”
state decreases rapidly in the early stages of rumor propaga-
tion under the case of p=2.0 compared with that in the cas-
es of p=1.0 and p=1.5, the number of nodes in the “I”
state declines relatively slowly in the later stages of rumor
propagation, implying that rumors may have a more lasting
impact on the electricity market operation.
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Fig. 11.  Evolving process of nodes in “S” and “I” states in three cases. (a) p=1.0. (b) p=1.5. (c) p=2.0.
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Fig. 12. Evolving process of propagation and recovery rates of nodes in three cases. (a) p=1.0. (b) p=1.5. (c) p=2.0.

To quantify the impact of rumor propagation on the elec-
tricity market, we count the total changes in electricity pric-
es, bidding quantities of consumers, and wind power curtail-
ments of all nodes in each market-clearing round with and
without rumor propagation, respectively. The market-clearing
results without the impact of rumors are regarded as refer-
ence values; thus, the threat of rumors can be reflected by
comparing the market clearing results with the reference val-
ues in the normal case.

As shown in Figs. 13(a) and 14(a), rumors have a consid-
erable effect on electricity prices. The electricity price signif-
icantly drops in the early stages of rumor propagation. In de-

tail, the case with p=2.0 experiences the largest decline, fol-
lowed by the case with p=1.5. For the total electricity price
decline obtained from 100 simulations, the effect of rumors
on electricity prices gradually increases as p increases. As
shown in Figs. 13(b) and 14(b), a significant drop in the bid-
ding quantities exists at the beginning of rumor propagation,
which may cause extensive losses for the electricity market,
such as loss of revenue for generation companies and addi-
tional costs for consumers to adjust their own electricity de-
mands. The largest drop of the total bidding quantity is ob-
served in the case of p=2.0, whereas the results of the cases
with p=1.0 and p=1.5 are relatively close.
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Fig. 13.
(a) Electricity prices. (b) Bidding quantities. (c) Wind power curtailments.
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Evolving process of impacts of rumor propagation on changes of electricity prices, bidding quantities, and wind power curtailments of all nodes.
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As shown in Figs. 13(c) and 14(c), different levels of addi-
tional wind power curtailment exist owing to rumor propaga-
tion in electricity markets with different scales of wind pow-
er generation. At the early stages of the rumor propagation,
the extra wind power curtailment in the case of p=2.0 is sig-
nificantly higher than that in the other two cases, and the
case of p=1.5 also exhibits significant extra wind power cur-
tailment, while the case of p=1.0 is less affected. Further-
more, for the case of p=1.5, despite the propagation of ru-
mors is similar to the case of p=1.0, the total extra wind
power curtailment still increases significantly relative to the
case of p=1.0 in 100 simulations. It is worth pointing out
that for p=2.0, some of the rumors occasionally cause a re-
duction in wind power curtailment, but the total wind power
curtailment remains significantly above the reference value.
In summary, the above results imply that for electricity mar-
ket with high wind power penetration level, rumors may
lead to serious wind power curtailment.

Furthermore, we perform numerical experiments to ex-
plore how countermeasures mitigating rumor propagation in-
fluence the impact of rumors on electricity markets. Assume
that all market entities are trained to improve their ability to
identify rumors, which corresponds to an increase in the re-
covery rate and a decrease in the propagation rate in the EM-
SIS model. In the case study of the IEEE 118-bus system,
we select the case of p=1.5 and adjust the initial propaga-
tion and recovery rates of all nodes to 0.15 and 0.12, respec-
tively, and perform 100 simulations. Figure 15 illustrates the
impacts of countermeasures on the number of nodes in the
“I” and “S” states. As shown in Fig. 15, the implemented
countermeasures can help significantly curb the rumor propa-
gation. Figure 16(a) and (b) reveals that the implemented
countermeasures can reduce the wind power curtailment
caused by rumors during electricity market operation.

V. CONCLUSION

In this study, we present an in-depth analysis of the possible
impact of rumors related to electricity market, and develop a
two-layer network model (EM-SIS) to characterize the cou-
plings of rumor propagation and electricity market operation.

Numerical simulations demonstrate the serious implica-
tions of rumor propagation in the context of electricity mar-
ket operation, particularly with a high penetration level of re-
newables. To respond the threat of rumors relevant to elec-
tricity market operation, we suggest the following measures.
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ments. (b) Total wind power curtailments.

1) Strengthen the training of market entities to improve
their ability to identify rumors during information sharing.

2) Enrich the information resources at official platforms
for market entities to better verify the truthfulness of poten-
tial rumors such as establishing a rumor detection and notifi-
cation platform for the electricity market.
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3) Develop emergency mechanisms for electricity market
to improve the inherent capability of market operation
against rumors. For example, redo market bidding and clear-
ing when the market operation performance exhibits a signif-
icant deviation.

Finally, this study can inspire more interdisciplinary inves-
tigations on the interactions between information, society,
electricity infrastructure, and electricity markets toward pow-
er system modernization.
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